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History

	Issue
	Date
	Reason for Changes

	1.01
	2002-04-19
	Draft.

	1.01
	2002-05-14
	Updated content price to include VAT

	1.1
	2002-05-29
	Updated OriginatingCustomerId in examples to be 0046

	1.2
	2002-06-13
	Updated new solution with userid and password login

	2.01
	2002-10-02
	Correction of errors i spec, updated with test spec.

	2.01
	2002-10-10
	No data changes, made more customer friendly

	2.02
	2002-10-14
	Final document for product launch

	2.03
	2002-12-17
	Updated spec to include VAT, new example code(s)

	2.04
	2003-01-16
	New error codes

	2.05
	2003-01-17
	Changed Content Types

	2.06
	2003-01-27
	Changed Content Description

Changed acceptable tariffs to even 100 öre

See section 2.2.4.1

	2.07
	2003-01-30
	Added a FAQ-section

	2.08
	2003-02-27
	Added Currency 

	2.09
	2003-06-16
	Changed requested action for status code “The customer does not exist”

	3.00
	2003-10-10
	New Content Types and directives regarding Status Description 8

	3.01
	2004-01-29
	Correction of an error in section 2.2.7.1

	3.02
	2004-04-13
	New Content Type 7 & Error code 22

	3.03
	2004-06-16
	New Currency and New Content Type 8

	3.04
	2004-03-07
	New Currency (EUA) and New Content Types (9-12)

Question added in the FAQ regarding concurrent connections.

	3.05
	2005-04-25
	New feature added (translateip), IP Ranges and updated overall text

	3.06
	2005-10-10
	Added three new Currencies (See section 2.2.5.1, no 11-13)

	3.07
	2005-10-28
	Added 3 new DART codes (23,24,25) internal pricing.

	3.08
	2005-11-14
	Added 1 new DART code (35).internal error

	3.09
	2005-12-09
	Added new DART codes (26 – 33) and added note about capacity

	3.10
	2006-01-24
	Updated numbering and added note2 about codes 1001 – 1006

	3.11
	2006-03-10
	Updated the new DART codes (26-33) with status description and purchase result.

	3.12
	2006-05-12
	Added currency 14 CHF.

	3.13
	2006-10-26
	Updated handling for status 21, updated successful response example to 0, new content_types 14, 15, 19.

	3.14
	2007-04-05
	Added new content_types 16, 17, 18 , 20, 21, 22, 25, 26, 30, 31, 32. Added new DART codes 36, 37, 38, 39, 40, 41. Updated status code 26.


1 SCOPE

1.1 Summary of Tasks

This document describes the protocol to be used to communicate with the Tele2 Content Billing Gateway (CBG). The document is aimed for the content providers (CP) or content aggregators (CA) who shall initiate communication with the CBG.

1.2 Prerequisites and General Conditions

To be able to communicate with the CBG, the CA/CP has to sign a contract with Tele2. Tele2 will provide user-ID and password to be used for logging on to the CBG.

2 INTERFACES

2.1 Architecture
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Interface Description

2.2.1 Encoding Method

N/A

2.2.2 Transport Method

The transport method for CBG is TCP/IP.

Protocols

The data is carried using subsets of XML-RPC 1.0, or SOAP 1.1, over HTTPS.

More information regarding these protocol standards can be found at:

  XML-RPC  http://xmlrpc.com
  SOAP     http://soapware.org
  SOAP     http://www.w3.org/TR/SOAP/
  XML      http://www.w3.org/TR/2000/REC-xml-20001006
  HTTP     http://www.w3.org/Protocols/rfc2616/rfc2616.html
  SSL      http://www.openssl.org

2.2.3 Description

The CA/CP client sends a Request message using either of the protocols and receives a message in the form of either a Response message or an Error message.

A Response message is sent back for all messages passing basic field control.

A Response message contains a transaction-ID which identifies the transaction in the Content Billing application and it should always be saved by the client along other transaction data for problem resolving etc.

A Response message also contains a status indicator with 21 values giving three possible actions:

· The transaction was committed

· The transaction was rejected. Something in the transaction data did not pass a control, e.g. authentication failed. A request receiving this kind of response should not be resent.

· The transaction failed. The transaction passed controls, but a dynamic fault occurred. A request receiving this kind of response may be resent.

An Error message is sent back when there are problems in the protocol format or whenever there

is a communication problem in the backend network.

If you maintain a cookie named “Apache” you may only use that cookie for one specific user (see below). In this case the login.user and login.password fields may be left out for subsequent requests.

2.2.4 To keep in mind

If receiving StatusDescription 3 or 8 the A-number shall be removed from any existing database immediately. It means the user is no longer a Tele2 customer. Failure to removing the A-number can lead to charging wrong customers, which will lead to termination of the CBG Agreement. 

The company name of the CA/CP shall always be put first in the ContentDescription field. Additional information could be information about the purchased content.

If providing event triggered subscription services the billing requests shall be portioned in order to avoid congestion on the CBG.

ContentType in the billing request shall be set according to access used for delivering the Content. 

2.2.5 Data Fields

2.2.5.1 Request fields

Field Name
Type
Description

----------------------
--------
--------------------------------------------------------------

 login.user
String
Set to the username as given out by Tele2

 login.password
String 
Set to the password as given out by Tele2

 Version
Integer
Must be set to 203

 OriginatingCustomerId
String
The phone number or equivalent of the end user. Max 20 chars.

 ContentType
Integer
A type indicator for statistic reports. The only allowed 



ContentType without contacting Product Manager at Tele2 is 


0 – MMS Content


1 – WAP Content


2 – SMS Content/WAP-push


3 – MMS Traffic


4 – WEB Content


5 – Lottery


6 – WiFi


7 – MO Content 


8 – Personal Ring Back Tone


9 – Royalty related content 


10 – MMS within the Tele2 network


11 – MMS to other operators


12 – MMS to e-mail addresses


14 - Tickets


15 – Business


16 – Age check 16 yrs (Norway only)


17 – reserved for special use

18 – Age check 18 yrs (Norway only)


19 – Charity


20 – reserved for special use


21 – Parking


22 – reserved for special use

25 – reserved for special use


26 - reserved for special use


30 - reserved for special use

 Currency Integer
A currency indicator. Allowed values are


1 – SEK (Sweden)


2 – NOK (Norway)


3 – DKK (Denmark)


4 – EEK (Estonia)


5 – EUF (Finland)


6 – EUH (Holland)


7 – EUL (Luxembourg)



8 – LVL (Latvia)


9 – LTL (Lithuania)


10 – EUA (Austria)


11 – RUB (Russia)


12 – USD (Russia)


13 – HRK (Croatia)


14 – CHF (Switzerland)


 Amount                
Integer
Price including VAT expressed in local currency subunits, 
e.g.Swedish öre, Eurocents etc. Ask your local Tele2 product 
manager.

 ContentDescription    
String
Must contain Content Provider Name. Max 41 chars.



Everything above 41 characters is left out.

 VAT                   
Integer
A value in hundreds of percent indicating the VAT. Defaults



to 2500 if not set. Ask your local Tele2 Product Manager for



correct VAT.

2.2.5.2 Response Fields

 Field Name
Type
Description
 ---------------------
--------
--------------------------------------------------------------
TransactionId        
String  
Identification of the transaction. Max 30 chars.

Status                
Integer 
Indication of transaction status. See section 2.4 ”Transaction 



Status”.

2.2.5.3 Error Message Fields

Field Name            
Type     
Description
 --------------------- 
-------- 
--------------------------------------------------------------
 faultString           
String   
Contains a description of the error

 faultCode             
String/  
Error codes (not yet defined)

                       
Integer 

2.2.6 Examples using XML-RPC 1.0

2.2.6.1 Request

 <?xml version=’1.0’ encoding=”iso-8859-1” ?>

 <methodCall>

   <methodName>CBG</methodName>

   <params>

     <param>

       <value>

         <struct>

           <member>

             <name>login.user</name>

             <value>

               <string>x-01010</string>

             </value>

           </member>

           <member>

             <name>login.password</name>

             <value>

               <string>a-8Hi-Hx</string>

             </value>

           </member>

           <member>

             <name>Version</name>

             <value>

               <int>203</int>

             </value>

           </member>

           <member>

             <name>OriginatingCustomerId</name>

             <value>

               <string>0046704093059</string>

             </value>

           </member>

           <member>

             <name>ContentType</name>

             <value>

               <int>1</int>

             </value>

           </member>

           <member>

             <name>Amount</name>

             <value>

               <int>100</int>

             </value>

           </member>

           <member>

             <name>Currency</name>

             <value>

               <int>1</int>

             </value>

           </member>

           <member>

             <name>ContentDescription</name>

             <value>

               <string> The SMS-shop </string>

             </value>

           </member>

         </struct>

       </value>

     </param>

   </params>

 </methodCall>

2.2.6.2 Response

 <?xml version=’1.0’ ?>

 <methodResponse>

   <params>

     <param>

       <value>

         <struct>

           <member>

             <name>TransactionId</name>

             <value>

               <string>txId-0101</string>

             </value>

           </member>

           <member>

             <name>Status</name>

             <value>

               <int>0</int>

             </value>

           </member>

         </struct>

       </value>

     </param>

   </params>

 </methodResponse>

2.2.6.3 Error Message

 <?xml version=’1.0’ ?>

 <methodResponse>

   <fault>

     <value>

       <struct>

         <member>

           <name>faultString</name>

           <value>

             <string>server error. Method not found.</string>

           </value>

         </member>

         <member>

           <name>faultCode</name>

           <value>

             <int>-32601</int>

           </value>

         </member>

       </struct>

     </value>

   </fault>

 </methodResponse>

2.2.7 Examples using SOAP 1.1

2.2.7.1 Request

 <?xml version=’1.0’ encoding=”iso-8859-1” ?>

 <SOAP-ENV:Envelope

xmlns:SOAP-ENV=”http://schemas.xmlsoap.org/soap/envelope/”

  xmlns:xsi=”http://www.w3.org/1999/XMLSchema-instance”

xmlns:xsd=”http://www.w3.org/1999/XMLSchema”

  xmlns:SOAP-ENC=”http://schemas.xmlsoap.org/soap/encoding/”

xmlns:si=”http://soapinterop.org/xsd”

  xmlns:ns6=”http://testuri.org”

SOAP-ENV:encodingStyle=”http://schemas.xmlsoap.org/soap/encoding/”>

   <SOAP-ENV:Body>

     <CBG>

       <login.user xsi:type=”xsd:string”>x-01010</login.user>

       <login.password xsi:type=”xsd:string”>a-8Hi-Hx</login.password>

       <Version xsi:type=”xsd:int”>203</Version>

       <OriginatingCustomerId

xsi:type=”xsd:string”>0046704093059</OriginatingCustomerId>

       <ContentType xsi :type= »xsd :int »>1</ContentType>

       <Amount xsi:type=”xsd:int”>100</Amount>

E.�. (<Currency xsi:type=”xsd:int”>1</Currency>

       <ContentDescription xsi:type=”xsd:string”> The SMS-shop </ContentDescription>

     </CBG>

   </SOAP-ENV:Body>

 </SOAP-ENV:Envelope> 

2.2.7.2 Response

 <?xml version=’1.0’ ?>

 <SOAP-ENV :Envelope xmlns :SOAP-ENV= »http://schemas.xmlsoap.org/soap/envelope/ » 

  xmlns :xsi= »http://www.w3.org/1999/XMLSchema-instance » xmlns :xsd= »http://www.w3.org/1999/XMLSchema »

  xmlns :SOAP-ENC= »http://schemas.xmlsoap.org/soap/encoding/ » xmlns :si= »http://soapinterop.org/xsd »

  xmlns :ns6= »http://testuri.org » SOAP-ENV :encodingStyle= »http://schemas.xmlsoap.org/soap/encoding/ »>

   <SOAP-ENV:Body>

     <Response>

       <item>

         <TransactionId xsi:type=”xsd:string”>txId-0101</TransactionId>

        <Status xsi:type=”xsd:int”>1</Status>

       </item>

     </Response>

   </SOAP-ENV:Body>

 </SOAP-ENV:Envelope>

2.2.7.3 Error Message

 <?xml version=’1.0’ ?>

 <SOAP-ENV :Envelope xmlns :SOAP-ENV= »http://schemas.xmlsoap.org/soap/envelope/ »

  xmlns :xsi= »http://www.w3.org/1999/XMLSchema-instance » xmlns :xsd= »http://www.w3.org/1999/XMLSchema »

  xmlns :SOAP-ENC= »http://schemas.xmlsoap.org/soap/encoding/ » xmlns :si= »http://soapinterop.org/xsd »

  xmlns :ns6= »http://testuri.org » SOAP-ENV :encodingStyle= »http://schemas.xmlsoap.org/soap/encoding/ »>

   <SOAP-ENV:Body>

     <SOAP-ENV:Fault>

       <faultstring xsi:type=”xsd:string”>server error. Method not found.</faultstring>

       <faultcode xsi:type=”xsd:string”>SOAP-ENV:Client</faultcode>

     </SOAP-ENV:Fault>

   </SOAP-ENV:Body>

 </SOAP-ENV:Envelope>







2.3 Error Scenarios

2.3.1 FAQ

Question:

Do I need an application to connect to CBG?

Answer:

No! You cannot ”connect” to CBG. You send a XML-request over SSL, (HTTPS) to the web service and receive a reply in XML over SSL.

Question:

I cannot find the URL to send the billing requests to in this specification.

Answer: 

You will receive it together with your Content Provider ID (CPID) and Password by ordinary mail.

Question:

I receive error code 3 ”Customer Does Not Exist”. I am sure the user is a Comviq/Tele2 customer.

Answer:

The correct format if the customer is ”00 Contry Code Mobile Phone number”. 

E.g. if the user has mobile number 0704000000 the correct format in the request is 0046704000000

Question:

I receive error code 3 ”Customer Does Not Exist”. I am not sure the user is a Comviq/Tele2 customer.

Answer:

CBG is not intended to be used for identifying a customer’s operator. Any request to CBG receiving a  “Customer does not exist”-reply should be followed by an immediate deletion of the A-number from any existing customer database. The reason for this is the possible risk of charging new Tele2 customers with A-numbers previously owned by users requesting the content. This risk is only likely to happen for subscription services.

Question:

I cannot access the CBG URL with my web browser. Why is that?

Answer:

You have to use XML and not HMTL which means that a web browser will not suffice. Also remember to use POST instead of GET.

Question:

I cannot access the web service  and I’m sure that I’m using XML over SSL. I do use POST and not GET.

Answer:

Please check User-ID and password.

Question: 

I still cannot communicate with the CBG.

Answer: 

Due to limited resources Tele2 can unfortunately not supply implementation support. Please read the manual thoroughly or consider hiring a consultant for the implementation.

Question: 

Why do I receive status code 4 “Purchase within time restriction” when I try to charge multiple transactions of the same customer for the same purchase.

Answer: 

You are not allowed to do that, for two reasons:

1. The Maximum limit is intended for each purchase and not for each transaction.

2. Tele2 wants to prevent accidental multiple transactions of customer by mistake.

CBG is not intended for billing of services that are priced above the set maximum amount.

Question: 

Can I set up Concurrent connections against the Tele2 content billing gateway?

Answer:

The content provider should set up several connections against the Tele2 content billing gateway. The main reason for this is that this is the only way to send more then a couple of transactions per second. The secondary reason is that some transactions might take up to several seconds to perform, and if the content provider only has one connection towards the gateway, all other transactions would stall during this period. How this technically is done is completly up to the content provider.

The same session (cookie), can be used for all connections, or they can use different sessions for different connections, or provide the username password in all requests.

2.4 Test specifications

To verify that the communication towards the CBG is working properly the following transaction scenarios should generate the corresponding response. 

	Status to CA/CP
	StatusDescription
	Purchase

	0
	Purchase OK

	OK

	1
	ContentProvider Does not exist
	Reject

	2
	Amount is out of range
	Reject

	3
	Customer does not exist
	Reject

Remove the A-number immediately from any existing customer database. The A-number should not be resent to CBG unless the user has  done a new request.

	4
	Purchase within time restriction. 

Customer must not be charged with multiple transactions for the same  service.
	Reject

	5
	Invalid routing information
	Reject

	6
	To many requests in timeframe 
	Failed, resend max 3 times.

	7
	To many pending IN requests
	Failed, resend max 3 times.

	8
	Customer does not exist in IN
	Reject

Remove the A-number immediately from any existing customer database. The A-number should not be resent to CBG unless the user has  done a new request.

	9
	Customer account balance to low
	Reject

	10
	IN read timeout during balance check
	Failed, resend max 3 times. Wait 10 sec between resending.

	11
	IN read timeout during withdrawal
	Failed, resend max 3 times. Wait 10 sec between resending.

	12
	Communication error before withdrawal
	Failed, resend max 3 times. Wait 10 sec between resending.

	13
	Communication error during withdrawal
	Failed, resend max 3 times. Wait 10 sec between resending.

	14
	Invalid CHARGE ACCOUNT
	Reject

	15
	Invalid VAT_PERCENTAGE 
	Reject

	16
	Invalid CURRENCY 
	Reject

	17
	IN Node not connected
	Reject

	18
	The content provider and customer are of different nationalities
	Reject

	19
	Requested currency differs from provider currency
	Reject

	20
	Invalid provider currency. The currency is not correct
	Reject

	21
	Max number of outstanding CGB requests exceeded
	Failed, resend max 3 times. Wait 10 sec between resending.

	22
	Customer has requested barring service for MMS or Content or both MMS and Content.
	Reject

	23
	Internal error
	Reject

	24
	Internal error 
	Reject

	25
	Internal error 
	Reject

	26
	Customer account has either expired, or never been activated for the content service (no first call). For the latter case, inform customer to make a voice call to activate service, then retry ordering content.
	Reject

Remove the A-number immediately from any existing customer database. The A-number should not be resent to CBG unless the user has  done a new request.

	27
	Internal error
	Failed, resend max 3 times.

	28
	Internal error – payment broker
	Failed, resend max 3 times.

	29
	Internal error/timeout
	Failed, resend max 3 times.

	30
	Internal error – transaction already open
	Failed, resend max 3 times.

	31
	Internal error – transaction busy
	Failed, resend max 3 times.

	32
	Internal error 
	Failed, resend max 3 times.

	33
	Internal error – possible overload
	Failed, resend max 3 times.

	35
	Internal error
	Failed, resend max 3 times.

	36
	Customer under 16 yrs
	Reject

	37
	Age check failed (no age data on customer or multiple rows)
	Reject

	38
	Customer under 18 yrs
	Reject

	39
	Internal error
	Failed, resend max 3 times.

	40
	Internal error
	Failed, resend max 3 times.

	41
	Internal error
	Failed, resend max 3 times.

	1001
	Unknown MSISDN
	Reject

	1002
	Internal error
	Failed, resend max 3 times.

	1003
	Not Enough Credit
	Reject

	1004
	Internal error
	Failed, resend max 3 times.

	1005
	Internal error
	Failed, resend max 3 times.

	1006
	Internal error
	Failed, resend max 3 times.


Note. for cases where system is not responding correctly, error respons can be 

-32400. Action:  Failed, resend max 3 times. Wait 10 sec between resending.

Note2. Errorcodes 1001 - 1006 are specific for Russian transactions. 

2.5 Translation of an IP number to an A-number (WAP-traffic)

If the customer connects directly to the Internet, the Content Provider has to find out what the A-number is (the normal scenario is that the WAP Gateway has forwarded the A-number to the Content Provider). Hence, the CP can implement a check to see if it has received the A-number and if needed use the TRANSLATEIP function.

If the A-number is unknown, the CP must first find out that the customer is a Tele2/Comviq customer. We exemplify two different ways to do this based on the IP address in examples below.

The TRANSLATEIP function must be executed separatly and before the normal CBG request (if the CP chooses to translate the customer's IP address to an A-number). Theoretically, the customer could be disconnected during the purchase of content, which means that the A-number must be established before a possible change of IP addresses is made. Hence, this TRANSLATEIP function is a separate step to perform if and only if the A-number was not given by the WAP Gateway.

In order to translate an IP address to an A-number, the CP performs a similar request as the one to the CBG when asking to charge for content. They use the same login and password and the same URL. The only thing that differs is what arguments they send in the request and which request function they want to use, which is named TRANSLATEIP.

Request fields:

Field Name

Type
Description

login.user

String
same user login as the normal CBG

login.password
String
same user

OriginatingCustomerIP
String
the IP address to be translated to an A-number

Output fields:

Field Name

Type
Description

OriginatingCustomerId
String
the A-number to be used in the billing request

Below is a demonstration of what a soap message could look like. As with the billing request, xmlrpc is also possible to use.
An example request:

<?xml version="1.0" encoding="ISO-8859-1"?>

<SOAP-ENV:Envelope 

SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"  

xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"

xmlns:xsd="http://www.w3.org/2001/XMLSchema"

xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"  

xmlns:SOAP-ENC="http://schemas.xmlsoap.org/soap/encoding/"  xmlns:si="http://soapinterop.org/xsd">

<SOAP-ENV:Body>

<ns1:TRANSLATEIP xmlns:ns1="http://testuri.org">

 <login.user xsi:type="xsd:string">K123456</login.user>

 <login.password xsi:type="xsd:string">XXXXX</login.password>

 <OriginatingCustomerIP xsi:type="xsd:string">129.23.23.2</OriginatingCustomerIP>

</ns1:TRANSLATEIP>

</SOAP-ENV:Body>

</SOAP-ENV:Envelope>

An example response looks the following way:

<?xml version="1.0"?>

<SOAP-ENV:Envelope 

xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"

xmlns:xsi="http://www.w3.org/1999/XMLSchema-instance"

xmlns:xsd="http://www.w3.org/1999/XMLSchema" 

xmlns:SOAP-ENC="http://schemas.xmlsoap.org/soap/encoding/"

xmlns:si="http://soapinterop.org/xsd" xmlns:ns6="http://testuri.org" SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">

<SOAP-ENV:Body>

 <Response>

  <item>

   <OriginatingCustomerId xsi:type="xsd:string">46736123123</OriginatingCustomerId>

  </item>

 </Response>

</SOAP-ENV:Body>

</SOAP-ENV:Envelope>

2.5.1  IP Ranges
The IP ranges that Tele2's customers use can change without notice. In order to know if a user is a Tele2 customer or if she/he is a customer to one of the other operators, the IP address has to be looked up in a database. There are two different kinds of databases that could be used for this. Choosing which of these to use is a decision left to the content provider. 

The easiest way to perform the lookup is to make a reverse DNS query. If the reverse address contains tele2.xx or swipnet.se, the user is coming from the Tele2 network. For most content providers this would be the easiest way to implement the lookup. There are libraries that support this kind of lookup in virtually all programming environments.

The alternative way of doing the lookup is to make an inquiry to the RIPE database once a day and store all addresses belonging to Tele2 and swipnet in a local database. The RIPE database contains all IP addresses that have been assigned to Tele2. For more information visit http://www.ripe.net.

Currently not all Tele2 customers can be billed through the CBG. If the user is using a dial-up connection, the content provider will not be able to notice that it is not possible to bill the customer through the CBG until the request is sent to the CBG.

3 Capacity recommendation

Capacity recommendation for sending is:

Max 1 transaction/sec for subscription services and non capacity requiring services.
Max 1 transaction/sec for the age check functionality for Norway.
Max 5 transactions/sec for live voting services.
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